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DETAILED ACTION 

1. This action is responsive to the application filed on Jan. 25, 2001. Claims 1-24 
are pending examination. 

2. Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another filed in the 
United States before the invention thereof by the applicant for patent, or on an international application 
by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this 
title before the invention thereof by the applicant for patent. 

3. Claims 1-3 and 6-24 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Richard et a!., U.S Patent No. 6,249,873. 

Richard teaches a method of distributing revocation state information includes 
receiving first update scheduling information from a first party, and sending digital 
certificate revocation state information (see abstract). 

As to claiml, Richard teaches a method of distributing revocation state 
information, the method comprising: 
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receiving first update scheduling information from a first party; and sending digital 
certificate revocation state information to the first party according to a schedule that is 
based on the first update scheduling information (see col. 3, lines 45-56 and col. 1 1 , 
lines 12-18). 

As to claim 2, Richard teaches the method wherein the method further 
comprises: receiving second update scheduling information from a second party; and 
sending digital certificate revocation state information to the second party according to a 
schedule that is based on the second update scheduling information. (See col. 3, lines 
45-56 and col. 11, lines 12-18). 

As to claim3, Richard teaches the method wherein the digital certificate 
revocation state information is sent to the first party on a different schedule than the 
digital certificate revocation state information is sent to the second party (see col. 3, 
lines 45-56 and col. 11, lines 12-18). 

As to claim 6, Richard teaches the method wherein the method further includes 
receiving new update scheduling information from the first party, and wherein when the 
new update scheduling information is received the digital certificate revocation state 
information is sent to the first party according to a schedule that is based on the new 
update scheduling information (col. 3, lines 45- 56 and col.11, lines 12-18). 

As to claim 7, Richard teaches the method wherein the digital certificate 
revocation state information sent includes a certificate revocation list (col. 10, lines 60- 
67). 
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As to claim 8, Richard teaches the method wherein the digital certificate 
revocation state information includes information identifying revoked certificates (see 
col. 10, lines 60-67 and col.1 1 lines 1-6). 

As to claim 9, Richard teaches the method wherein the digital certificate 
revocation state information sent includes delta-certificate revocation list information. 
(See col. 10 lines 58-67). 

As to claim 10, Richard teaches the method wherein sending digital certificate 
revocation state information includes sending information using multicasting (see col. 3, 
lines 45 - 56 and col.1 1 , lines 12-18). 

As to claim11, Richard teaches a method of distributing revocation state 
information, the method comprising: receiving update scheduling information from a 
digital certificate verifier; assembling certificate revocation information on an ongoing 
basis; and capturing a state of the certificate revocation information as a certificate 
revocation list and transmitting the captured certificate revocation list to the digital 
certificate verifier on a schedule determined by the received update scheduling 
information (see col. 3 , lines 45-56 and col. 11 lines 12-18). 

As to claim12, Richard teaches the method wherein the captured certificate 
revocation list is transmitted using multicast broadcasts (see col.3, lines 45-56 and 
col.1 1 lines 12-18). 

As to claim13, Richard teaches the method wherein the captured certificate 
revocation list is a delta-certificate revocation list (see col.1 0, lines 58-67). 
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As to claim 14, the Richard teaches the method wherein said update scheduling 
information is received during a verifier subscription process (col. 2, lines 57-67 and 
col. 3, lines 1-6). 

As to claim15, Richard teaches the method wherein the method further 
comprises receiving new update scheduling information from the verifier, and wherein 
the revocation state information is transmitted according to a schedule that is based on 
the new update scheduling information (see col. 3 lines 45-56; col.11, lines 12-18 and 
col.2, lines 57-67). 

As to claim16, Richard teaches a method of verifying the validity of a certificate 
for a transaction, the method comprising: sending update scheduling information to a 
certificate authority; and receiving certificate revocation information from the certificate 
authority at scheduled times based on the update scheduling information at scheduled 
times (see col. 7, lines 56-67 and col.8, lines 1-19). 

As to claim 17, Richard teaches the method wherein the method further 
comprises: receiving a digital certificate from a subscriber; and determining whether the 
digital certificate was revoked based on the received certificate revocation information 
(see col. 11, lines 1-20). 

As to claim 18, Richard teaches the method wherein said sending update 
scheduling information includes determining the update scheduling information based 
on a potential cost of reliance on a revoked certificate (see col. 8 lines 60-67). 
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As to claim19, Richard teaches the method wherein the method further 
comprises: 

receiving a digital certificate from a subscriber; 

determining whether the transaction is associated with a value that is above a 
pre-determined threshold level; and 

verifying the validity of the digital certificate after receiving a next update of 
certificate revocation information from the certificate authority (see col. 8 lines 60-67; 
col. 9, lines 1 -1 1 and col. 7, lines 44 - 48). 

As to claim 20, Richard teaches An article of manufacture comprising a 
computer-readable medium having stored thereon instructions adapted to be executed 
by a processor, the instructions which, when executed, cause the processor to: 

receive first update scheduling information from a first party; and 

send digital certificate revocation state information to the first party according to a 
schedule that is based on the first update scheduling information (see col. 3 lines 45-56 
and col. 11, lines 12-18). 

As to claim 21 , Richard teaches the article of manufacture wherein the 
instructions stored on the computer-readable medium further include instructions 
adapted to be executed by a processor to: receive second update scheduling 
information from a second party; and sending digital certificate revocation state 
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information to the second party according to a schedule that is based on the second 
update scheduling information (see col. 3 lines 45-56 and col. 11, lines 12-18). 

As to claim 22, Richard teaches the article of manufacture wherein the first 
interval is not equal to the second interval (see col. 9, lines 60-67 and col. 10, lines 1- 
10). 

As to claim 23, Richard teaches the article of manufacture wherein the 
instructions stored on the computer-readable medium further include instructions 
adapted to be executed by a processor to receive new update scheduling information 
from the first party, and wherein the digital certificate revocation state information is sent 
to the first party according to a schedule that is based on the new update scheduling 
information. (See col. 3 lines 45-56 and col. 11, lines 12-18). 

As to claim 24, Richard teaches the article of manufacture wherein the digital 
certificate revocation state information sent includes delta-certificate revocation list 
information. (See col. 10, lines 58-67). 



4. Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claim 4 and 5 rejected under 35 U.S.C. 103(a) as being unpatentable over 
Richard et al., U.S Patent No. 6,249,873 (referred to hereafter as Richard) in view of 
Facs et al. Patent No. 6,016,520 (referred to hereafter as Facs) 

Roberts teaches a method of distributing revocation state information, the 
method comprising: 

receiving first update scheduling information from a first party; and sending digital 
certificate revocation state information to the first party according to a schedule that is 
based on the first update scheduling information (see col. 3, lines 45-56 and col. 11, 
lines 12-18). 

Roberts does not explicitly teach the limitation of " the schedule provides that 
the digital certificate revocation state information is sent to the first party at an interval 
that is less than every 30 seconds and less than every 5 seconds". However, Facs 
teaches sending the information to the first party at an interval that is less than 5 
seconds (see col. 15, lines 47-52) .It would have been obvious to one of ordinary skill in 
the art at the time of the invention to include the sending of information in less than 30 
and 5 seconds because doing so would increase the utilization of the connection 
bandwidth hence reducing the latency that would otherwise delay the transfer. 
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Conclusion 



The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Arrangement and Method For A System For Administering certificates by 
Carlson et al. f U.S. Patent No. 6,490,367. 

any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Sargon N Nano whose telephone number is (703) 305- 
4651 . The examiner can normally be reached on Monday-Friday from 8:30 to 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ario Etienne can be reached on (703) 308- 7562. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Sargon Nano 
Examiner Art Unit 21 57 
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